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The Opportunity

A blue-chip resources client developed a process management Mechanical Rock was able to help the client migrate to
solution for a fully integrated and highly automated mine site. The a modern, container based architecture in AWS. In the

solution had been developed at their demonstration site and they process, we were also able to transform the client's software
decided to roll it out across Australia. development process which reduced their change cycle from 3

months to 3 days.

This proved to be much harder than anticipated.

Constraints inherent in the design of the system meant that scaling
to multiple sites would be complex and costly. Moving the platform
to the cloud was floated but the current technical implementation
prevented this. Furthermore the solution was beset with performance
and reliability issues which would have been unmanageable at scale.

So the client turned to Mechanical Rock to evaluate the possibility
of rearchitecting the solution to a more modern cloud architecture,
which would deliver reliability and scalability.
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The Process

Mechanical Rock established a seven point plan for a
modernised cloud application.

The new architecture would deliver higher developer productivity, i i i
ENTER : DISCOVER DELIVER ; EVALUATE

‘ MEASURE :

2. Containerising the application using Docker
. Hosting the application on a modern cloud-based container “ »

orchestration platform

improved security and reliability and enable the solution to scale to
meet demand.

The plan included:

1. Implementing strong authentication and layered security

w

Adopting managed cloud backing services where possible The Mechanfcal Rock Way

Improving observability and monitoring

Improving automated testing across the stack

N o g &

Adopting continuous delivery, including automated infrastructure

provisioning

3 ApplicationModernisaton VvV vV V V V VYV VYV VY VY VY VY VAV VY Y Y VYV VYV VY Y Y Y YV VYV VYVYYYYVYYVYVYVYYYYYVYVYVYVYVYVYYYY Mechanical Rock



The Process

If you require high
availability & reliability...

Improve visibility and

Migrate to AWS by... quality by.

Containerising the Implementing Improving unit &

application infrastructure-as-code integration testing [miprovEgabeser st Iy

Migrating to managed
backend services
(R53, RDS, Cloudfront)

Introducing X-Ray,
CloudWatch and
application logs

Orchestration with
Kubernetes (AWS Fargate)

Adopting continuous
integration

Allows Continuous
Delivery of scalability&
reliability improvements
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The Solution

Application Modernisation

In partnership with the internal product team, Mechanical Rock

migrated the existing application to a modernised AWS architecture. |

This included:

CodeCommit CodePipeline Route53
Porting the application from .net 4.0 to .net Core

Building and deploying services as Docker containers, running in

ECS on AWS Fargate.

Fully automated deployment using Infrastructure-As-Code. & ﬁﬁh
Using ‘wiretaps’ to duplicate production traffic and to seamlessly

migrate from on-premise to cloud services. Cognito Lambda ALB

(Application Load Balancer)
Federated authentication and authorisation with AWS Cognito &

Azure AD. by
Managed services such as Aurora RDS to reduce the TCO for C @ D> E‘
the system’s Postgres databases and to increase scalability and -

reliability. ECS Fargate RDS / Aurora S3 Storage
Comprehensive monitoring and observability through

CloudWatch logs, AWS X-Ray and custom dashboards.
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The Solution
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Existing Environment

Corporate Data Centre
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The solution uses wiretaps and ‘the strangler pattern’ to migrate from on premise to the cloud seamlessly.
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The Benefits
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Security and Compliance

The Mechanical Rock solution meets all the benchmarks of the
AWS Well Architected Framework and provides a defence-in-depth
security model. The use of infrastructure-as-code also eliminates
configuration drift between environments.

Flexibility and Scale

The flexible solution gives the product team the ability to deploy
multiple environments at the push of a button, each of which can
automatically scale to meet demand.

Reduced Costs

The resulting flexibility enables the team to operate the system at
a cost, which is an order of magnitude lower than an on-premise
solution.

DevOps Transformation

In addition, Mechanical Rock taught the product team new techniques
which lifted their DevOps maturity :

e Continuous Delivery - Trunk Based Development and Behaviour
Driven Infrastructure have reduced the deployment cycle from 3

months to 3 days.

¢ Improved Monitoring and Reporting - improved observability
and shortened feedback loops allow the team to understand the

behaviour of their system in real time.

e Improved Reliability and Stability - new processes for incident
response and troubleshooting have allowed the team to

continuously improve the reliability and stability of their system.
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The Benefits

With Mechanical Rock’s help, the product
team was able to reduce the time it took

to develop, test and deploy changes from
3 months to just 3 days.

Large Batch of Large Batch of
Changes Changes
(Complex, Risky) (Complex, Risky)

0Old Timeline

3 Months 3 Months

Small Small Small Small Small
Change Change Change Change Change

New Timeline

3 Days 3 Days 3 Days 3 Days 3 Days 3 Days 3 Days
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Think we can help with your project?

Get in touch so we can chat about your plans over a coffee

contact@mechanicalrock.io
www.mechanicalrock.io



